GETTING STARTED
WITH
FILE PERMISSIONS



» PERMISSIONS:

e Permission is an important component of LINUX that provides a secure

method for storing files.

e Linux is a multi-user O/S, so it has security to prevent people from

accessing each other’s confidential files.
e Each file and directory have three user-based permissions:

=  Owner/User Permissions
=  Group Permissions
= QOther Permissions

Access level

Symbol

Read

Write

Execute

Each identity has a symbol:

Identity

User

Group

Others

There are also operators to manipulate the permissions:

Task Operator
Grant a level of access +
Remove a level of access -
Set a level of access =
FILE ACCESS MODES:
READ . Grants the capability to read, i.e., view the contents of the file.

WRITE : Grants the capability to modify/remove the content of the file.

EXECUTE : User with execute permissions can run a file as a program.
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— To view Linux file / Directory permissions:
$ls -1
-rwxrw-r-- 1 rootroot 2596 Oct 10 08:52 aws
-rw-r--r-- 1lrootroot 32 Oct 10 08:25 devops
drwxr-xr-x 2 root root 6 Oct 508:13 cloud
SYMBOLIC MODE:
FWXrw-r--
rwx : User Permissions

rw- : Group permissions

r--  : Others permissions
OCTAL MODE:
Owner: rwx =4+2+1=7
Group: rw- =4+2+0=6
Others: r-- =4+0+0=4
» UMASK:

e UMASK in Linux is known as User Mask or it is also called User File
creation MASK.
e Itis a command that determines the settings of a mask that controls which
file permissions are set for files and directories when they are created.
— To verify default umask value:

$umask
— To change umask value:
$umask 134

$umask
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CHMOD:

e [t is used to modify file and directory permissions.
e chmod command also known as “Change Mode”.

SYNTAX:  $chmod [options] <permissions> file/directory

SYMBOLIC METHOD:

— Grant the read and write permissions to the group for cloud:
$chmod g+rw cloud
$ls -Id cloud

— Grant the only execute permissions to the others for aws file:
$chmod o+x aws
$ls -1 aws

— Remove the read permissions from others for aws file:
$chmod o-r aws

— To override existing permissions for aws file:
$chmod ugo=r aws

— To set write permissions for all:
$chmod ugo+w aws

— To change at a time all permissions:
$chmod u+x,g-w,0+wx aws

OCTAL METHOD:

— Grant the read,write for user, readonly for group and execute for
others:

$chmod 641 aws
— Grant the read and execute for user only:

$chmod 500 aws
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— Grant the read only for the user for aws file:
$chmod 400 aws
— Set read,write and execute for cloud folder in group level:
$chmod 070 cloud
— Setting reference instead of mode values
$chmod -r aws devops
— Setting full permissions of a folder:
$chmod 777 cloud
— Only execute permissions for others of aws file:
$chmod 1 aws
— To set recursive permissions for a folder cloud:
$chmod -R 751 cloud
$ls -Id cloud
$ls -I cloud
CHGRP:

e |t is used to change group ownership.
SYNTAX:  #chgrp [options] <permissions> file/directory

— To change group name:
#chgrp family aws
#ls -l aws

CHOWN:

e To change file owner and group name.
SYNTAX: #chown [options] <permissions> file/directory
#chown raju aws

— To change ownername and groupname:
#chmown raju:family aws



