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AWS Interview Questions by Mr. Ashok 

 

1. What is AWS Cloud? 

2. What is IAAS, PAAS, SAAS? 

3. While creating new EC2 instance, need to execute some scripts, called as boot 

strapping? How you will do? 

4. What is User Data in AWS ? 

5. What is AMI? 

6. What is Secret key and access key? 

7. What is the use of Security Group? 

8. What are the different services you are using in AWS? 

9. What exactly EC2 does in AWS ? 

10. Have you ever worked on AWS CLI? 

11. What is The Difference Between Scalability and Elasticity? 

12. What is EBS ? 

13. Can we mount 1 EBS to multiple EC2 instances? 

14. What is Volume and Snapshot in EBS? 
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15. Can we attach EBS to EC2 which are in different AZ but which are in same region? 

16. What is EFS? 

17. Purpose and use of S3? 

18. What is the file size limit in S3? 

19. What is Route53? 

20. What is difference between private and public subnet? 

21. How to access INTERNET on private subnet? 

22. What is NAT instance/NAT Gateway? 

23. Components of VPC? 

24. Types of storage in AWS? 

25. Difference between S3 & Glacier? 

26. Different types of storage classes in S3? 

27. What are Glacier and Snowball? 

28. What is Auto scaling? 

29. What is Region & Availability Zone? 

30. What is cloud watch? 
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31. Difference between NACL and Security Group? 

32. S3 lifecycle? 

33. What is static or elastic IP? 

34. How do you connect to windows instances? 

35. What is the difference between EBS, S3, and EFS? 

36. If you lost the .pem file then how will you connect to EC2? 

37. What is IAM? 

38. How will attach policy for IAM users by group or individual? 

39. Types of Load Balancers and example? 

40. Can we route requests to EC2 which are running in different region where as ELB is in 

 different region using only ELB? if not what is the solution for this? 

41. Can you explain types of EBS volumes? 

42.What is Elastic Bean Stalk? 

43. What is VPC peering and how to do it? 

44. What is Serverless Computing and how to achieve it in AWS? 

45. Which protocols Elastic Load Balancer will support? 
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46. What is RDS service in AWS? 

47. What is Dynamo DB and When to use it? 

48. Can you tell me the protocols and their port numbers you have used? 

49. What is Pre-Signed URL in S3? 

50. How to work with Docker Containers in AWS? 

51. How many AWS regions available in India? 

52. How to install Java in EC2 machine? 

53. What is Key – Pair in AWS? 

54. How to connect with EC2 using Putty Software? 

55. How many buckets we can create in S3 by default? 

56. What is SNS and how to use it? 

57. What is the difference between Horizontal and Vertical Scaling? 

58.  What are the DB Engines supported by RDS? 

59. How Root user is different from IAM user? 

60. Why we should create groups in IAM? 
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