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Steps To Create Custom Network.
1.Create VPC

2.Create IG and Attach to VPC

3.Create Subnets

4.Create Route Table

5.Provide Routing from IG to Route Table
6.Provide Routing from RT to Required Subnet
7.Create Public Server in Public Subnet

8. Create Private Server in Private Subnet
9.Connect to Public Server

10.Connect to Private Server

Public Subnet

Connect to public server
l.Internet
2.Public IP

. Subnet Association

. Bastion Host

3.Private Key
4.55H port

5.ec2-user P
=

=

Private IP

Private server

ublic key
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1.Create VPC:

VPC » YourVPCs » Create VPC

Create VPC Info

A VPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

O VPConly

() VPC and more ‘

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

‘ demoVPC ‘

IPv4 CIDR block Info
© IPv4 CIDR manual input
() IPAM-allocated IPv4 CIDR block

IPv4 CIDR

10.0.0.0/16
CIDR block size must be between /16 and /28.

IPv6 CIDR block Info

© No IPv6 CIDR block

() IPAM-allocated IPv6 CIDR block
(O Amazon-provided IPv6 CIDR block
() IPv6 CIDR owned by me

Tenancy Info

Default v

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

‘Q Name b4 ‘ ‘Q demoVPC )4 ‘ l Remove tag

You can add 49 more tags

Cancel G2 Preview code _

VPC Name = DemoVPC IPV4 CIDR =10.0.0.0/16
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2.Create IG and Attach to VPC:

VPC > Internet gateways » Create internet gateway

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name

for the gateway below.
Internet gateway settings

Name tag
Creates a tag with a key of ‘'Name' and a value that you specify.

demolG

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

[ Q. Name X l [ Q. demolG X l [ Remove

Add new tag

You can add 49 more tags.

Cancel Create internet gateway

Internet Gateway created i.e. demolG

aws

L4 O B Mmbav  steeiuny

R

: « B
VPC dashboard X
X K
ons B0 A0 @2 @0 Q0 A
EC2 Global View [ 5
v WPC » Internet gateways > igw-0691450442082hfhb
w Virtual private cloud igw-0691450442082bfbb / demolG Actions ¥
Your VPCs.
Details info
Subnets
Route: tables Internet gateway ID State VPEID Ovmer
Internet gateways igw-0651450442082bfbb © Detached - 463657798727
Egress-only internet
teways
gutewa Tags Manage tags
DHCP option sets
| Q Search tags 1 @
Elastic IPs
Managed prefix lists Key Value
Narme demolG

Endpoints

Endpoint services

Click on Attach to VPC then Select Created VPC
VPC > Internet gateways » Attach to VPC (igw-0691450442082bfbb) VPC > Internet gateways ) Attach to VPC (igw-0691450442082bfbb)
Attach to VPC (igw-0691450442082bfbb) . Attach to VPC (igw-0691450442082bfbb) .

VPC

Attach an intermet gateway to a ¥PC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

— available VRCs

VPC

Attach an intemet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below:

Available VPCs Attach the internet gateway to this VEC.
Attach the Intemet gateway to this VPC
Q, vpc-01b1f2ea812b7cdat X
Q, Felect a VPC
a
vpc-01b1f2ea812b7cdal - demoVPC S » AWS Command Line Interface command

¥ AWS Command Line Interface command

Cancel Attach internet gateway
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3.Create Subnets

VPC > Subnets > Create subnet
Create subnet
VPC

VPCID
Create subnets in this VPC.

vpc-01b1f2ea812b7cdal (demoVPC)

Q|

vpc-089885c6eb4ecc84e
172.31.0.0/16

vpc-01b1f2ea812b7cdal (demoVPC)
10.0.0.0/16

(default) |*

v

v

Select DemoVPC

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 2

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

Public Subnet

[ public

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

’ Asia Pacific (Mumbai) / ap-south-1a

v I Subnet comes under AZ

IPv4 VPC CIDR block Info

Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

] 10.0.0.0/16

]

IPv4 subnet CIDR block

10.0.0.0/24

256 IPs

¥ Tags - optional

Key Value - optional

’ Q, Name X ] I Q, public

XI [ Remove

You can add 49 more tags.

Remove

Click on Add Another Subneti.e. Private subnet.
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Private Subnet

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

[ private I

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

[ Asia Pacific (Mumbai) / ap-south-1a v l

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

[ 10.0.0.0/16 v I

IPv4 subnet CIDR block

\ 10.0.1.0/24 256 IPs

< > ~ v

¥ Tags - optional
Key Value - optional

{ Q, Name X ] I Q, private X l [ Remove

You can add 49 more tags.

Remove

|

Add new subnet l

VPC dashboard X

EC2 Global View [§

‘ Filter by VPC v ‘ Sub

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Enrace_nnhs intarnat

© You have successfully created 2 subnets: subnet-0d05f487aca3a3109, subnet-0829acefdc3b26ded

Subnets (2) e ot [ G ] o v | [
less than a minute ago L "

‘ Q Find resources by attribute or tag |

r0829acefdcinzoded X | | Clear filers A
] Name v ‘ Subnet ID v State v VPC v IPvé CIDR v IPv6 CIDR v IPv6
C public subnet-0d05f487aca3a3 109 @ Available vpc-01b1f2eaB12b7cdal | dem. 10.0.0.0/24 - -
O private subnet-0829acefdc3b26ded @ Available vpc-01b1f2ea812b7cdal | dem... 10.0.1.0/24 - -
4 G »

Public Subnet & Private Subnet created Successfully.
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4.Create Route Table:

VPC > Route tables » Create route table

Create route table

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN

connection.
Route table settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

demoVPCRT

VPC
The VPC to use for this route table.

vpc-01b1f2eaB812b7cdal (demoVPC) A

Q
vpc-089885c6ebdecc84e (default)

vpc-01b1f2ea812b7cdal (demoVPC) ~/ can use tags to search and filter

FUUT TESUUTCES U ATy UUT AV D TUSTS:

Key Value - optional

I Q, Name p¢ ] ’ Q, demoVPCRT X ‘ ’ Remove

Add new tag

You can add 49 more tags.

VPC > Routetables D rtb-Oc2bded2dbe885b99

rtb-Oc2b4ed2dbe885b99 / demoVPCRT Actions ¥
Details info
Route table ID Main Explicit subnet associations Edge associations
rtb-Oc2bded2dbe885b99 No - -
VPC Owner ID
vpc-01b1f2ea812b7cdat | demoVPC 463657798727
Routes Subnet iati Edge iati Route pi i Tags
Routes (1) o v
Q. Filter routes ‘ 1 @
Destination v | Target v | status v | Propagated v
10.0.0.0/16 local © Active No

Public Route Table created Successfully l.e. demoVPCRT
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5.Provide Routing from IG to Route Table:

Routes Subnet associations Edge iati Route i Tags

Routes (1) Both w Edit routes

| Q Filter routes ‘ 1 fo]
Destination v | Target v \ Status v Propagated v
10.0.0.0/16 local @ Active No

Click on Edit Routes Option

VPC ) Routetables ) rth-Oc2bded2dbesB5b99 > Edit routes

Edit routes

Destination Target Status Propagated

10.0.0.0/16 local v @ Acdive Mo
Q local X

Q 0000/0 X | Internet Gateway v - Ho Remove
IQ igw- X
Use: “igw-"

A route igw-06914504420825bb (demol)

Cancel Preview -

Click on Add Route
0.0.0.0/0 =Everyone can connect

Select Internet Gateway i.e. demolG
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6.Provide Routing from RT to Required Subnet:

Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (0) Edit subnet associations

Q Find subnet association 1 (o)
Name v Subnet ID v IPv4 CIDR v IPv6 CIDR v

No subnet associations

You do not have any subnet associations.

Click on Subnet Associations then select Edit subnet Associations.

VPC > Routetables > rtb-Oc2bded2dbe885b99 > Edit subnet associations

Edit subnet associations

Change which subnets are assaciated with this route table,

Available subnets (1/2)

Q, Filter subnet associations 1 &
-] Name ¥ SubnetID ¥ | IPvacIDR v | IPv6 CIDR ¥ | Route table ID v
public subnet-0d05f487aca3a3109 10.0.0.0/24 - Main (rth-01857d933f2552f8c)
m] private subnet-0829acefde3b26ded 10.0.1.0/24 - Main (rth-01857d933f2552f8c)
4 >

Selected subnets

subnet-0d05f487aca3a3109 / public X

Select public subnet

Routes Subnet associations Edge associations Route propagation Tags
Explicit subnet associations (1) [ Edit subnet associations |
Q, Find subnet association I 1 (0]
Name v | SubnetID v ‘ IPv4 CIDR v 1Pv6 CIDR v
public subnet-0d05f487aca3a3109 10.0.0.0/24 -
Subnets without explicit associations (1) \ Edit subnet associations |
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:
Q, Find subnet association I 1 &
Name v | SubnetiD v ‘ IPv4 CIDR v | IPv6 CIDR v
private subnet-0829acefdc3b26ded 10.0.1.0/24 -

Public Subnet connected with Route table.
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7.Create Public Server in Public Subnet:

R e e public Server in public subnet.

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

publicServer Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for
below

Q, Search our full catalog including 1000s of application and OS images

Recents Quick Start
Amazon macos Ubuntu Windows Red Hat SUSELi Q
Linux

Browse more AMIs

>
aWS ‘, ubuntu?® B® Microsoft ‘Ihdl-ht @ Including AMIs from
' Mac suUs AWS, Marketplace and
the Community

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible
ami-04a37924ffe27da53 (64-bit (x86), uefi-preferred) / ami-0846b753e2af0dabe (64-bit (Arm), uefi) v
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Description

Amazon Linux 2023 is a modern, general purpose Linux-based OS that comes with 5 years of long term support. It
is optimized for AWS and designed to provide a secure, stable and high-performance execution environment to
develop and run your cloud applications.

Amazon Linux 2023 AMI 2023.6.20241010.0 x86_64 HVM kernel-6.1

Architecture Boot mode AMIID Username @
64-bit (x86) v uefi-preferred ami- ec2-user
04a37924ffe27
da53
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v Key pair (login) nfo

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

before you launch the instance.

Key pair name - required

multicloud

C Create new key pair

v Network settings info

VPC - required  Info

vpc-01b1f2ea812b7cdal (demoVPC)
10.0.0.0/16

Select newly created VPC i.e. demoVPC

Subnet Info

subnet-0d05f487aca3a3109

VPC: vpc-01b1f2ea812b7cdal  Owner: 463657798727
Availability Zone: ap-south-1a  Zone type: Availability Zone
IP addresses available: 251  CIDR: 10.0.0.0/24)

public

Select public subnet.

Auto-assign public IP  Info

Enable

Enable Auto Assign Public IP

Additional charges apply when outside of free tier allowance

Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

instance.

(O Create security group ‘ ‘ © Select existing security group

Common security groups  Info

‘ Select security groups v ‘
Compare security
custom_SG sg-03b7a5f358503ch70 X group rules
VPC: vpc-01b1f2ea812b7cdal
Security groups that you add or remove here be added to or removed from all your network interfaces.

P Advanced network configurati

EC2 ) Security Groups ) Create security group

Create security group e

A security group acts as a virtual firewall for your instance to contro)

Basic details

und and outbound traffic. To create a new security group, complete the fields below.

Security group name Info

custom_SG

Name cannot be

Description Info

Allow Access

VPC info

vpe-01b1f2ea812b7cda1 (demoVPC) v

Inbound rules info

Type Info Protocol Info Portrange info Source Info
SsH v ‘ 43 2 |wwhere-wv4 v |

0000/0 X
HTTP v ‘ Tcp 8 Anywhere-Pvd ¥ |

Add rule

0000/0 X

Description - optional Info

| Delete

| ‘ Delete

Add SSH (22) & HTTP (80) in inbound rules.
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8. Create Private Server in Private Subnet:

Name and tags info Private Server in Private subnet.
Name
privateServer Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for
below

Q, Search our full catalog including 1000s of application and OS images

Recents Quick Start
Amazon macOs Ubuntu Windows Red Hat SUSE Li Q
Linux

> Browse more AMIs

aWS, ubuntu® | E¥Microsoft | ¢, RedHat o= Including AMIs from
SuUslI AWS, Marketplace and

the Community

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible
ami-04a37924ffe27da53 (64-bit (x86), uefi-preferred) / ami-0846b753e2af0da6e (64-bit (Arm), uefi) v
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Description

Amazon Linux 2023 is a modern, general purpose Linux-based OS that comes with 5 years of long term support. It
is optimized for AWS and designed to provide a secure, stable and high-performance execution environment to
develop and run your cloud applications.

Amazon Linux 2023 AMI 2023.6.20241010.0 x86_64 HVM kernel-6.1

Architecture Boot mode AMI ID Username @)
64-bit (x86) v uefi-preferred ami- ecz-user
04a37924ffe27
da53
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¥ Instance type info | Get advice

Instance type

t2.micro Free tier eligible
Family:t2 1vCPU  1GiB Memory Current generation: true

On-Demand Linux base pricing: 0.0124 USD per Hour

On-Demand Windows base pricing: 0.017 USD per Hour v
On-Demand RHEL base pricing: 0.0268 USD per Hour Compare instance types
On-Demand Ubuntu Pro base pricing: 0.0142 USD per Hour

On-Demand SUSE base pricing: 0.0124 USD per Hour

P All generations

Additional costs apply for AMIs with pre-installed software

¥ Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance.

Key pair name - required

multicloud v C Create new key pair

v Network settings info

VPC - required  Info

vpc-01b1f2ea812b7cdal (demoVPC) v c
10.0.0.0/16
Subnet Info
subnet-0829%acefdc3b26ded private
VPC: vpc-01b1f2eaB12b7cdal  Owner: 463657798727 v :
Availability Zone: ap-south-1a  Zone type: Availability Zone Select private subnet
IP addresses available: 251  CIDR: 10.0.1.0/24)

Auto-assign public IP Info

| Disable Disable Auto Assign Public IP

Firewall (security groups)  Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

| (O Create security group ‘ ‘ © Select existing security group ‘

Common security groups  Info

| Select security groups v ‘

Compare security

C

custom_SG sg-03b7a5f358503ch70 X
VPC: vpc-01b1f2ea812b7cdal

group rules

Security groups that you add or remove here will be added to or removed from all your network interfaces.

> Advanced network configuration

Instances (2) o La;[_“pdm‘ G| Connect ‘ Instance state ¥ ‘ Actions v ‘-I
less than a minute ago

Q, Find Instance by attribute or tag (case-sensitive) ‘ ‘Atlstates v (1) 8
( Name# v | InstancelD Instance state ¥ | Instance type ¥ ‘ Status check | Alarm status | Availability Zone ¥ ‘ Public [Pv4 DNS v ‘ PublicIPv4... ¥ | Elastic IP
0 oprivateSerer ~ 10F700500deb25¢d13 @Rumning @ @ t2micro (©) Iitializing Viewalams ¢ ap-south-Ta - - -
0 publicServer 043ed60h3hashd1c @ruming @ @ t2mico @2/2 checks passec Viewalarms + ap-south-1a - 3.109.186.88 -
X ] )

Public and private servers created successfully.
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9.Connect to Public Server (using Mobaxterm):

Session settings X

N @ e X ¥ 8 e B H @ x =

SSH Telnet Rsh  Xdmcp RDP VNC FTP SFTP  Serial File Shell Browser Mosh AwsS3 WSL

Basic SSH settings

Public IP Remote host * 3.109.186.88 Specify username [3 Port 22
Advanced SSH settings Bl Terminal settings %: Network settings Bookmark settings
X11-Forwarding Compression ~ Remote environment: Interactive shell
Execute command: Do not exit after command ends
SSH-browser type: SFTP protocol Follow SSH path (experimental) \
Private Key Use private key C:\Users\ashpa\Downloads\mult 2. Expert SSH settings

Downloaded in PC

. . Execute macro at session start: <none>
i.e. multicloud.pem

@ ok € cancel

AN [3.]2 3.109.186.88 m
login as: ec2-user
Authenticating with public key "Imported-Openssh-Key"

¢ MobaXterm Personal Edition v24.2 -
(SSH client, X server and network tools)

» SSH session to ec2-user@3.109.186.
e Direct SSH LoV
e SSH compression : v
¢ SSH-browser v
¢ X11-forwarding x (disabled or not supported by server)

» For more info, ctrl+click on help or visit our website.

#
b —

~\_ Amazon Linux 2023
e \_#HHEE

https://aws.amazon.com/1linux/amazon-11inux-2023

./

A/
_/m/!

[ec2-user@ip-10-0-0-156 ~]$ ping youtube.com

PING youtube.com (142.250.66.14) 56(84) bytes of data.
from bom07s35-1n-f14.1e100.net (142.250.66.14): icmp_seq=1 ttl=114 time=1.60
from bom07s35-1n-f14.1e100.net (142.250.66.14): icmp_seq=2 ttl=114 time=1.62
from bom07s35-1n-f14.1e100.net (142.250.66.14): icmp_seq=3 ttl=114 time=1.64
from bom07s35-1n-f14.1e100.net (142.250.66.14): icmp_seq=4 ttl=114 time=1.68

--- youtube.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.599/1.634/1.682/0.030 ms
[ec2-user@ip-10-0-0-156 ~1$ i

Connected to public server Successfully.
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10.Connect to Private Server with the help of Public Server:

(Bastion Host)
Private IP-10.0.1.160

Private Key- multicloude.pem

SSH -SG

Connecting Private server by using upload Private key option in mobaxterm.

onnect A [X]3.3.109.186.88
t T \ > SSH session to ec2
tO® : * Direct SSH
/home/ec2-user/ * SSH compression :
* Name * SSH-browser :
.. e X11-forwarding : x (disabled or I ed by server)
.ssh
Jbash_history » For more info, ctrl+click on help or visit our webs
.bash_logout
.bash_profile 4
.bash - )
mz;;Zudpem H#i## Amazon Linux 2023
’ ~e \_#HHHE\
\###|
\#/ ___ https://aws.amazon.com/linux/amazon-1inux-2023
Vnt! 7o

/
/

S
_/m/!
Last login: Tue Oct 29 10:08:29 2024 from
[ec2-user@ip-10-0-0-156 ~]$ 1s
multicloud.pem
[ec2-user@ip-10-0-0-156 ~]$ ssh -1 multtcloud pem" ec2-user@l 159
The authenticity of host '10.0.1.160 (10.( 160)' can't be establlshed

ED25519 key fingerprint 1is SHA256 OSOITQ]GRtmGVQthNsHSZLNraBtwsmov4YaSRA02no.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])?
Warning: Permanently added '10.€ 60' (ED25519) to the list of known hosts.
ceeee @@@@
@ WARNING: UNPROTECTED PRIVATE KEY FILE!
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
Permissions 0644 for 'multicloud.pem' are too open.
It is required that your private key files are NOT accessible by others.
This prlvate key will be ignored.
Load key ' multtcloud pem": bad permissions
ec2-user@l lenied (publickey, gssapi- keyex,gssapi-with-mic).
[ec2-user@ip-10- 0 0 156 ~]$ chmod 400 "multicloud. pem
[ec2-user@ip-10-0-0-156 ~]$ ssh -1 "multicloud.pem" ec2-user@l0d
#

N\ HERE Amazon Linux 2023
o \_HHEEE\
\### |
\#/ ___ https://aws.amazon.com/linux/amazon-11inux-2023
Va! T
=

Remote monitoring

_ Follow terminal folder [ecz-usgr@ip- 10-0-1-160 ~1$ I

Commands used:
ls
chmod 400 “multicloud.pem”

ssh -l “multicloud.pem” ec2-user@10.0.1.160
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By using vi command (create file inside and add content):

Quick connect.. [4]5. 3.109.186.88

[ " #_
s User sessions #H#HH

e \_#HEHEE\

Amazon Linux 2023

3.109.186.88
https://aws.amazon.com/linux/amazon-1linux-2023

[ec2-user@ip-10-0-0-156 ~]$ vi multicloud.pem
[ec2-user@ip-10-0-0-156 ~]$ cat multicloud.pem
BEGIN RSA PRIVATE KEY
MIIEogIBAAKCAQEArL+/DGefOt8E1w56hnR10dHP84PIAdDMm3RszPNJae3ykQ/F
YuyB 1KaAkWZk4HHf5x5B6QN11mNXwUTv79LbXalQN5QA463mpg5M9yCqeDBRUrEL
+Hhd0e7s7IDnQtTtOF6XxDOOPq1+I0ZH21GZYghysupHyPXyv7WQy5w+V0a2KxBWq
L7H1z1R9sYEXatXjU1lswrBQ/ZCrapN+ZvaLqhCzwZjHUR1j 1f1VPI4IKtZ1GaRPQ
OQuE3alfYoDpSHINGcZmMm+/FYYjhMqOtDeAWfC8n9IMVttHrR4Cfg/s3F2VQgFD7
wY1L/G7pwS1ky4W2VAmK1U1X92bSIUZsLqaFAQIDAQABAoIBAEcuCw6Vc+rSEhEq
OhpEwgMqDMGOPO9gNa6oX1xkso9PWG+1S/P1982zSro863b4Nr fCRax8UKe3YquQd
n6/191W1qjP8bBFkinFJ2zTISPT5E8k66+ntzpwccstQofnLugNLgTGIOzgN+Ref
qTakpTuXjSSjFml3gxYR/1dt+FL3HZfRINURSBZVR/MxImPtUe7VPevS4Lah6SNE
21FMONOQesSbhWVKe9FPEmkgDvwOLB/15cWNI8bO/Sw1ERUDIDeX0270yAegMQZ2X
bdUDW7vcgDEFYaHtpvwqo4 jwHjuIn20TGIrhgkUtGK8nq2HKG+PrrgQ1Bk8L+Alq
kCMaRAECgYEA2g66ROM3rp3qmZa2N41TZFmjP+AvIG5k/AH72WHOkz1901+kV8cW
mwdx0XjVe79toYtnVEEaw1QUgIFWM16Mr04mLKKUhsX+uqTGEO7NqC4QylrVj 10X
UwSPms luqlZ2XwP68Bn210vC3tUX6VZE/mSX+g9Cp9VsmQhIN/+yOpECgYEAYs7F
ezSdKs18JaBgE3E6/6M66QNAQr LhAPscflsx957uBoRtk7kMmXZQNs fpJhv5KC3c
1IDr0fnnKDjVxFnk8+vaUFnPIzWqSo+ZnWu10wdlH90Dgcgt9WoZBvkTEgvOD 108
4mDsetwyQ060YYtsC6Tld+fGDm4s+ByfiHbne3ECgYAFg2PQU3G/93wr//SBePZ]j
z1RJhA6NFEF3YbF1cJIXRuB1]jd+qWOZDPwKNrOZPkOhXShMzLA451g+1Myzhbsn0Oa
JxauADpTIgRrwajEajSm80s5wowtuglUawQafMI1yhPaGSaqFW33m/JkYez12GmM
KQzypJoh1jKVt/Dp+owOEQKBgHKCxaaHUqayFVL5dsYDjR1CheTDXS1PmgH/J1uB
CnmSV66t72EVfz03RhtoTRC]gs9Y9c889FRL8mUXk ) vHt 1gz5RS xY0+0gW6QHmMBwW
QgN9jW+qnYhOCwU13va89D0galaaNXBs4ZmNcyP16dUJ7 /uzI43MZFwIgYKmRr26
xYFBAoGAHma+HZkyzCl/u3XZaZM6MBLDsGSrN489yf5YQoamRAZ6EaVQS2PP3gwa
Z1Wgsp7fRrOFdyV2z4yx3LIoUnhBGMQNRToHVOiDrIFcYNz9yZYrLXJR1s600nNH
/3M1hL77611EfpjGex/hn4tRIwpAZsFHVhy6qed/FWzIVkQPyWo=
RSA PRIVATE KEY --
[ec2-user@ip-10-0-0-156 ~]$ ssh -1 "multicloud.pem" ec2-user@
(EREAREEEAEEAAEACEAAAEREEEREREAEEEAEEEEEEREAEAEREAEEEEEEEEACEA
(G] WARNING: UNPROTECTED PRIVATE KEY FILE! @
(0QEEEEEOACEEOEEEEEGEEEAEEEEEEEGECEEEOEEECEOEEOEOEEECEEEEAEEEECEEA
Permissions 0644 for 'multicloud.pem' are too open.
It is required that your private key files are NOT accessible by others.
This private key will be ignored.
Load key "multicloud.pem": bad permissions
ec2-user@10.0 e (publickey,gssapi-keyex,gssapi-with-mic).
[ec2-user@ip-10-0-0-156 ~]% chmod 400 "multicloud.pem"
[ec2-user@ip-10-0-0-156 ~]% ssh -1 "multicloud.pem" ec2-user@
’ *o

AN Amazon Linux 2023

v \_#EHEE\

o~ \##t# |

\#/ __  https://aws.amazon.com/linux/amazon-1linux-2023
Vn'!

0 2024 from
[ec2-user@ip-10-0-1-160 ~1$

Commands used:

Vi multicloude.pem

Wq!

Cat multicloude.pem

chmod 400 “multicloud.pem”

ssh -i “multicloud.pem” ec2-user@10.0.1.160
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Steps To Provide Internet to Private Server Using NAT Gateway.

1.Create NAT Gateway
2.Create Route Table
3.Edit Routes (Provide Path from NAT Gateway to Private RT)

4.Provide Path from Private RT to Private Subnet

1.Create NAT Gateway:

Denied Allows only Outbound, single direction.

a

-~
oa ¥— nNar

\_ Private Server

VPC > NAT gateways » Create NAT gateway

Create NAT gateway i

A highly available, managed Network Address Translation (NAT) service that instances in private subnets can use to connect to

services in other VPCs, on-premises networks, or the internet.

NAT gateway settings demoNAT

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

I demoNAT

The name can be up to 256 characters long.

Subnet
Select a subnet in which to create the NAT gateway.

Select Public Subnet.

I subnet-0d05f487aca3a3109 (public) v

Connectivity type
Select a connectivity type for the NAT gateway.

© Public
O Private

Elastic IP allocation ID Infe
Assign an Elastic IP address to the NAT gateway.

cipalloc-040168f80458c9966 v] | Allocate Elastic IP Static IP

» Additional settings Info

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

I Q, Name X ] I Q, demoNAT X ] I Remove

Add new tag

You can add 49 more tags.
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2.Create Route Table:

VPC > Routetables }» Create route table

Create route table .«

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN

connection.
Route table settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

| demoVPC-PrivateRT Create Route table for Private server.

VPC
The VPC to use for this route table.

I vpc-01b1f2ea812b7cdal (demoVPC) v

Tags
Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
I Q. Name X l ’ Q. demoVPC-PrivateRT X ‘ I Remove

Add new tag

You can add 49 more tags.
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3.Edit Routes (Provide Path from NAT Gateway to Private RT):

VPC > Routetables ) rth-06dd4d67ef76390e6 » Edit routes

Edit routes

Destination Target Status

100.00/16 loaal v QActive
Q lol X

@ o0oo0 X | vt Gateny vl -
o x
Use: "nat-"

| Add route

nat-0196d481d5681c7be (demoNAT)

Propagated
No

No

Remove

@ Updated routes for rtb-06dd4d67ef76390e6 / demoVPC-PrivateRT successfully

» Details

VPC > Routetables > rth-06dd4d67ef76390e6

rtb-06dd4d67ef76390e6 / demoVPC-PrivateRT

Details inta
Route table ID
rtb-06dd4d67ef76390e6

VPC
vpc-01b1f2ea812b7cda | demoVPC

Main
No

Owner ID
463657798727

Explicit subnet assaciations

Edge associations

Cancel Preview -

Actions ¥

Routes Subnet associations Edge associations Route propagation Tags
Routes (2)

Q, Filter routes
Destination v | Target
0.0.0.0/0 nat-0196d481d5681c7be
10.0.0.0/16 local

v | Status
© Active

@ Active

v Propagated
No

No

Edit routes
1 @

v

Path from NAT Gateway to Private RT Created Successfully.

AbfifieEtMulticloud lab
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4.Provide Path from Private RT to Private Subnet:

© Updated routes for rtb-06dd4d67ef76390e6 / demoVPC-PrivateRT successfully

» Details Select Subnet Associations then click on Edit subnet Associations.

VPC > Routetables > rtb-06dd4d67ef76390e6

rtb-06dd4d67ef76390e6 / demoVPC-PrivateRT Actions ¥
Details info
Route table ID Explicit subnet associations Edge associations
(9 rtb-06dd4d67cf76330e6 - -
VPC Qwner ID
vpe-01b1f2ead12b7cdal | demoVPC 463657798727
Routes Subnet associations Edge associations Tags
»
e e »
Explicit subnet associations (0) Edit subnet assaciations ‘

Q Find subnet association 1 [o]

Name v | Subnetin v | IPv4CIDR ¥ | 1Pv6 CIDR v
No subnet associations
You do not have any subnet assaciations.
Subnets without explicit associations (1) Edit subnet assaciations ‘
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

Q. Find subnet association 1 [O]
Name v | Subnetin v | IPv4CIDR v | IPvs CIDR v
private subnet-0829acefdc3h26ded 100.1.0/24 -

WPC > Routctables > rtb-06dd4d67cr76390e6 > Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.
Available subnets (1/2)
‘ Q. Fitter subnet associations 1 @
B Name v | SubnetiD v | IpvaciDR v | 1PvsCiDR v | Route table ID v
[ public SUbet-00i05F4872¢a323109 10.0.00/24 - 1th-Oc2bded2dbeBESHES / damaVECRT

‘ private subnet-0829acefdc3b26ded 10.0.1.0/24 - Main {rtb-01857d933f2552¢8c)

Selected subnets

subnet-0829acefdc3b26ded / private X
G| samsinons

Select Private Subnet
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teway.

B 3.100.186.88

Terminal Sessions View X server

&

Session

o
. - !
.« v

Servers  Tools

T
45 User sessions

3.109.186.88

L)

Games

Tools Games Settings Macros Help

. & B Y B &8 2 0

Sessions  View Split  MultifExec Tunneling Packages Settings Help

(Ol ()5 310018688

Z1Wgsp7fRroFdyV2z4dyx GHQ rIFcYNz9yZYrLXIR1s600nNH
/3M1hL77611Efp] . y /| /FWzIVKQPyWo=

56 ~]$ ssh -i "multicloud.pem” ec2-user

Permu ons 0644 fc multicloud

It 1s required that your v s essible by others
is private key will be igno

Load key ulticloud.pem": bad permissions

ec2-user@ :

[ec2-user@i

( ckey,gssapi-keyex,gssapi-with
$ chmod 400 loud.pem"
$ ssh -1 "multicloud.pem" ec2-user@

Amazon Linux 2023

ws . amazon.com/linux/amazon-1linux-2

t login: Tue Oct 29 1 8 2024 from
ec2-user@ip-10-0-1-160 e

"multicloud.pem” ec2-user

Amazon Linux 2023

https WS .amazon.com/Linux/amazon-1inux-2023

Jm/f
st login: Tue Oct 29 11:
user@ip-10-0-1-160
G youtube |

bytes
bytes
bytes
bytes
bytes
bytes
bytes

bytes

bytes

bytes fr bom@7535-

bytes from bom87s35-

bytes : .

bytes fr 87 . 2.250.66.14): icmp_se ttl=113

packet loss, time 15025ms
8 ms

Ping youtube.com Successfully through private server.
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B 3.109.186.88
Terminal Sessions View Xserver Tools Games Settings Macros Help
.

b s v BB Y E A L0

Session  Servers Tools Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help

)
. User sessions

3.109.186.88

Installed git Successfully in Private Server.
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